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Glossary 

 
ACH Debit Block 

and Filter 

Fraud prevention product offered by financial institutions to business 
depository accountholders that allows the business to define specific rules for 
the processing of their ACH debits. For example the business may block all ACH 
debits from posting to their account or only accept certain type of payments 
from specific vendors. 

 
ACH Positive Pay 

A cash-management service employed to deter ACH fraud. Financial institutions 
use ACH Positive Pay to match the ACH debits a business authorizes with those 
presented for payment. Any ACH debit that does not match is sent to the 
business for examination and for the “pay” or “not pay” decision.  

 
 

Anti-Malware 

Software that commonly hooks deep into the operating system's core functions 
in a manner similar to how malware itself would attempt to operate (but with 
the user's informed permission for protecting the system). Any time the 
operating system does something, the anti-malware software checks that the 
operating system is doing an approved task. The goal is to stop any operations 
the malware may attempt on the system before they occur. 

 
 

Anti-Spyware 

Programs that inspect the contents of the Windows registry, operating system, 
and installed programs; and remove files and entries that are known spyware. 
Real-time protection from spyware works identically to real-time anti-virus 
protection: the software scans disk files at download time, and blocks the 
activity of components known to represent spyware. In some cases, it may also 
intercept attempts to install start-up items or to modify browser settings.  

Anti-Virus 
Software 

Protects your computer from viruses that can destroy your data, slow your 
computer's performance, cause a crash, or even allow spammers to send email 
through your account. 

 
Biometrics 

An authentication method (something you are) based on unique combinations 
of measurable physical or behavioral characteristics. Examples include 
fingerprints, iris scanning, face and voice recognition, and hand geometry.  

Browser Hijacker A common spyware program that changes your Web browser's home page 
without the user's knowledge, even if the user changes it back. 

 
 

Cache 
 

Also known as web cache is a mechanism for the temporary storage (caching) of 
information, such as web pages and images, to reduce bandwidth usage, server 
load, and perceived lag. A web cache stores copies of documents passing 
through it; subsequent requests may be satisfied from the cache if certain 

conditions are met.  

 
Check Positive Pay A cash-management service employed to deter check fraud. Financial 

institutions use positive pay to match the checks a business issues with those 
that present for payment. Any check that does not match is sent to the issuer 
for examination and for the “pay” or “not pay” decision.  

Commercially 
Reasonable 

Practices and procedures in widespread use in the business community 
generally considered to represent prudent and reasonable business methods. 
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Cookie 

Also known as an HTTP cookie, web cookie, or browser cookie, is usually a small 
piece of data sent from a website and stored in a user's web browser while a 
user is browsing a website. When the user browses the same website in the 
future, the data stored in the cookie can be retrieved by the website to notify 
the website of the user's previous activity. 

 
Corporate Account 

Takeover 

A type of identity theft in which cyber criminals gain control of the business’ 
depository account by stealing the business’ online banking credentials to 
attempt to initiate illicit external fund transfers. It is a compromise of identity 
credentials, not a compromise of the ACH, Remote Deposit Capture, or wire 
system itself.  

 
Cyber Crime 

Any crime that involves a computer and a network. This includes anything from 
downloading illegal music files to stealing millions of dollars from online bank 
accounts. Cyber crime also includes non-monetary offenses, such as creating 
and distributing viruses on other computers or posting confidential business 
information on the Internet. 

 
 
 
 
 

Cyber Criminal 

An individual who commits cyber crimes. Cyber criminals often work in 
organized groups taking on different roles including: Programmers (write code 
or programs), Distributors (distribute and sell stolen data), IT Experts (maintain 
the cyber criminal organization's IT infrastructure:), Hackers (exploit systems, 
applications, and network vulnerabilities), Fraudsters (create and deploy 
schemes like spam and phishing), System Hosts/Providers (host sites and 
servers that possess illegal contents), Cashiers (provide account names to cyber 
criminals and control drop accounts), Money Mules (manage bank account 
transfers), Tellers (transfer and launder illegal money via digital and foreign 
exchange methods), Leaders (often connected to big bosses of large criminal 
organizations - assemble and direct cyber criminal teams). 

 
Data Breach 

The loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, access for an unauthorized purpose, or other unauthorized access, 
to data, whether physical or electronic.  

 
 
 
 
 

DDoS Attack 

Distributed denial-of-service attack (DDoS attack) is an attempt to make a 
machine or network resource unavailable to its intended users. DDoS attacks 
typically target sites or services hosted on high-profile web servers such as 
banks and credit card payment gateways. A common method of attack involves 
saturating the target machine with external communications requests, so much 
so that it cannot respond to legitimate traffic or responds so slowly as to be 
rendered essentially unavailable. Such attacks usually lead to a server overload. 
In general terms, the attacks are implemented by either forcing the targeted 
computer(s) to reset, or consuming its resources so that it can no longer provide 
its intended service or obstructing the communication media between the 
intended users and the victim so that they can no longer communicate 
adequately. 

 
 

Drive by Download 

The unintended download of computer software from the Internet. Can be a 
result of an authorized download that the user did not understand; or an 
unauthorized download (resulting from malware or a virus) that the user is 
unaware of. Drive-by downloads may happen when visiting a website, viewing 
an email, or by clicking on a deceptive pop-up window.  

 
 

Dual Control 

 
A security procedure requiring two people (or possibly processes or devices) to 
cooperate in gaining authorized access to a system resource (data, files, 
devices). 
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Email Spoofing 

Email activity in which the sender address and other parts of the email header 
are altered to appear as though the email originated from a different source. 
Although there may be legitimate reasons to spoof an address, these 
techniques are commonly used in spam and phishing emails to hide the origin 
of the email message. 

 
Exposure Limit 

The maximum amount an ACH originator is allowed to originate. This amount 
can be based off of the originator's credit rating, historical or predicted funding 
requirements, and the type of obligation.  

 
Firewall 

A set of software or hardware based programs that are used to help keep a 
network secure. Its primary objective is to control the incoming and outgoing 
network traffic by analyzing the data packets and determining whether it should 
be allowed through or not. 

Internet Protocol 
(IP) 

The computer language that allows computer programs to communicate over 
the Internet.  

IP Address A computer's "address," it consists of a series of numbers separated by periods. 

 
Key Logging 

A malicious program that can be hardware-based or software-based that 
involves the action of logging the keys struck on a keyboard, in a covert manner 
so that the person using the keyboard is unaware that their actions are being 
monitored. 

 
 
 

Link Manipulation 

Form of technical deception, used in most phishing attempts, designed to make 
a link in an email (and the spoofed website it leads to) appear to belong to the 
spoofed organization. Misspelled URLs or the use of subdomains are common 
tricks used by phishers. Example: http://www.yourbank.example.com/ 
appears as though the URL will take you to the example section of the yourbank 
website; actually this URL points to the "yourbank" (i.e. phishing) section of the 
example website. Another common trick is to make the displayed text for a link 
(the text between the <A> tags) suggest a reliable destination, when the link 
actually goes to the phishers' site. 

 
 

Malware 

Short for malicious (or malevolent) software, is software used or created by 
attackers to disrupt computer operation, gather sensitive information, or gain 
access to private computer systems. It can appear in the form of code, scripts, 
active content, and other software. Malware' is a general term used to refer to 
a variety of forms of hostile or intrusive software.  

 
Man in the 

Browser Attack 
(MitB) 

A form of malware used to social engineer users into surrendering log-in 
credentials and other sensitive information. MitB malware infects the end 
user’s device and captures information directly from the browser memory.  
It has the ability to modify web pages, modify transaction content, or insert 
additional transactions - all completely invisible to both the user and host web 
application. 

 
 

Man in the Middle 
Attack (MitM) 

An attack where a malware infection makes it possible for the communication 
exchanged between two entities to be monitored in real-time by a third, 
unauthorized party. Since all of the traffic is routed back and forth through the 
attacker, neither party is the wiser to the scam. If successful, the traffic can 
even be modified to make it appear that a transaction succeeded when in 
reality the information was stolen or the transaction was rerouted to the 
benefit of the attacker.  
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Multi-Factor 
Authentication 

An approach to security authentication, which requires that the user of a 
system provide more than one form of verification in order to prove their 
identity and allow system access. It takes advantage of a combination of several 
factors of authentication; three major factors include verification by something 
a user knows (e.g., a password), something the user has (e.g., a smart card or a 
security token), and something the user is (e.g., the use of biometrics). Due to 
their increased complexity, authentication systems using a multi-factor 
configuration are harder to compromise than ones using a single factor. 

 
Non Public 
Personal 

Information (NPPI) 
 

 

Information about an individual maintained by the financial institution, 
including, but not limited to, education, financial transactions, medical history, 
and criminal or employment history and information which can be used to 
distinguish or trace an individual’s identity, such as their name, social security 
number, date and place of birth, mother’s maiden name, biometric records, 
etc., including any other personal information which is linked or linkable to an 
individual.  

Online Banking 
Credentials 

The unique identification used to access systems that transmit financial data. 
These credentials often include, but are not limited to, a username, password, 
smart card, token, or a biometric. 

 
 
 

Out-of-Band 
Authentication 

The use of two separate delivery channels, working simultaneously, to 
authenticate a transaction. For example, an ACH file is submitted and 
authenticated by the online banking user through the Internet (the first 
channel), but the user also must send a fax transmittal from a predetermined 
number (the second channel) before the file will actually be transmitted. Out-
of-Band Authentication works well because even if online security credentials 
are compromised, a transaction cannot go through without the second 
authentication channel. 

 
PCI DSS 

Payment Card Industries Data Security Standards promulgated by members of 
the payment card industry. Additional information at www.visa.com/cisp. 

 
Phish/Phishing 

A scam that involves cyber criminals who send spam or pop-up messages to lure 
nonpublic information (credit card numbers, bank account information, Tax Id 
numbers, passwords, or other sensitive information) from unsuspecting victims. 

Protected 
Information (PI) 

The NACHA Operating Rules define PI as: the non-public personal information, 
including financial information, of a natural person used to create, or contained 
within an ACH entry and any related addenda record.  

Public Internet 
Access Point 

A device, such as a wireless router that allows wireless devices to connect to the 
Internet in a public setting such as a coffee shop or library. 

 
Removable Media 

Any type of storage device that can be removed from a computer while the 
system is running. Examples include CDs, DVDs, diskettes, and USB drives.  

Secure Socket 
Layer (SSL) 

A protocol developed for transmitting private documents via the Internet. 

Security Breach 
 

A deliberate or unintentional act that leads to unauthorized access to, loss, or 
damage of information or an information system. 

 
 
 

Security Token 

A small hardware device that the owner carries to authorize access to a network 

service. Sometimes called an authentication token, the device may be in the 
form of a smart card or key fob. Security tokens provide an extra level of 
assurance through a method known as multi-factor authentication: the user has 
a personal identification number (something they know), and the device 
displays a number (something they have) which uniquely identifies the user to 
the service, together allowing them to log in.  

http://www.visa.com/cisp
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SMiShing Phishing attack using text messages. 

 
 

Social Engineering 

The art of manipulating people into performing actions or divulging confidential 
information. While it is similar to a confidence trick or simple fraud, it is typically 
trickery or deception for the purpose of information gathering, fraud, or 
computer system access; in most cases the attacker never comes face-to-face 
with the victims. 

Spam Unsolicited commercial email often sent in bulk quantities. 

 
Spear Phishing 

Phishing attempts directed at specific individuals or companies. Attackers may 
gather personal information about their target to increase their probability of 
success. 

 
Spyware 

Software that aids in gathering information about a person or organization 
without their knowledge and that may send such information to another entity 
without the owner's consent, or that asserts control over a computer without 
the owner's knowledge. 

 
 

Strong Password 

A password that is sufficiently long, random, or otherwise producible only by 
the user who chose it and that successfully guessing it will require too long a 
time. The length of time deemed to be too long will vary with the attacker, the 
attacker's resources, the ease with which a password can be tried, and the value 
of the password to the attacker. 

 
 
 
 

Trojan Horse 

A non-self-replicating type of malware which appears to perform a desirable 
function but instead facilitates unauthorized access to the user’s computer 
system. Trojans do not attempt to inject themselves into other files like a 
computer virus. Trojan horses may steal information, or harm their host 
computer systems. Trojans may use drive-by downloads or install via online 
games or Internet-driven applications in order to reach target computers. The 
term is derived from the Trojan Horse story in Greek mythology because Trojan 
horses employ a form of “social engineering,” presenting themselves as 
harmless, useful gifts, in order to persuade victims to install them on their 
computers.  

 
Universal Serial Bus 

(USB) 

A connection standard that allows data to be transferred between a computer 
and a peripheral device such as a mouse, a keyboard, or an external hard drive. 
The USB port, has largely replaced the serial port and the parallel port found on 
older products. 

 
Virus 

 A computer program that can replicate itself and spread from one computer to 
another. The term "virus" is also commonly, but erroneously, used to refer to 
other types of malware, including but not limited to adware and spyware 
programs that do not have a reproductive ability. 

 
Vishing 

 
Voice phishing used to solicit sensitive information by phone. Vishing 
sometimes uses fake caller-id data to give the call a disguise of a trusted 
organization.  

Whaling Phishing attempts specifically targeting executives and board members by using 
company biographies and online profiles. 

Worm A program that reproduces itself over a network and can use up your 
computer's resources and possibly shut your system down. 
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Corporate Account Takeover 
What it is 

Corporate account takeover is a form of financial fraud where cyber criminals gain access to business 
online banking accounts and initiate unauthorized fund transfers (e.g., ACH, check, wire transfers) to 
accounts that are under the cyber criminal’s control. These funds are often then transferred overseas 
and out of U.S. jurisdiction. The FBI estimates that corporate account takeover attacks have cost 
American companies hundreds of millions of dollars. 
 
Corporate account takeover attempts were first reported in 2006 and originally targeted large 
corporations, but the focus has been redirected toward small and mid-sized businesses, municipalities, 
and nonprofit organizations. Unlike larger corporations, these smaller companies are perceived to lack 
the resources needed to prevent and detect a security breach, making them a more attractive target to 
the cyber criminals.  
 

The Five Common Steps to Corporate Account Takeover 

 

*See Glossary for word definition. 

 

 

 

 
 

•Social engineering* tactics used to trick victims into clicking 
on malicious links or attachments in emails, Internet pop-
ups, and fake friend requests from compromised websites 

Phish* for Victims 

•The victims unknowingly install malware* on their 
computers from clicking on the links or attachments 

• Normally containing key logging* and screen shot capability 
Malware Installation 

•Malware will run unnoticed in the background until the user 
logs into their online banking account 

• When the user logs in they may be redirected to a dummy 
site via a man-in-the-middle* attack 

Wait for User to log 
into Online Banking 

 

•Malware will capture the log-in credentials* and send the 
information to the cyber criminals 
 

 

Steal user credentials  

•Stolen credentials are used to log into the online banking 
account and initiate unauthorized fund transfers from the 
victim's account to an account the cyber criminal's control  

Initiate Unauthorized 
Fund Transfers 
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How it works 

Cyber criminals will phish for victims using social engineering techniques in an attempt to lure 
unsuspecting users into installing malware. These techniques include: 

 Email spoofing and link manipulation methods that are used to disguise illicit emails and 
website links to appear to be from legitimate sources. These methods are used to trick 
employees into clicking on the malicious link by: 

o Making the email appear to come from a friend or coworker 
o Targeting specific businesses or groups using spear phishing and whaling 
o Sending mass emails to corporate employees disguised to appear to be from the 

business’s financial institution, vendor, or other corporate entity 
o Hiding malware in attachments such as pictures, documents, and videos 

 Enticing visitors on legitimate websites (particularly social networking sites), to click on 
malicious pop-up messages and phony friend requests.  

 
The cyber criminals use these techniques to trick the corporate employees into entering nonpublic 
information (e.g., online banking credentials) and into clicking on the malicious link or attachment. In 
successful phishing attempts, where the user has clicked on the infected link or opened the infected 
attachment and the malware has been downloaded to the employee’s computer, the malware will: 

 Allow the cyber criminal to track the employee’s activities on the Internet and on the business’s 
internal network. 

 Run unnoticed in the background waiting for the employee to log into the business’s online 
banking account. 

 Capture the online banking credentials (once the employee logs into the business’s online 
banking account) and transmit the information to the cyber criminal.  

 
The cyber criminals will then use the credentials to log into the online banking account to alter or 
create unauthorized external fund transfers from the business’s account to an account they control. 
Money mules are often used to open the domestic accounts where the money is first sent and to then 
transfer the funds overseas to the cyber criminals. The money mules are sometimes recruited by false 
work-at-home schemes and even though they often retain a commission for their part, they may not 
always be aware of the perpetrated fraud. 
 
Other techniques used by cyber criminals include: 

 Launching a Man in the Middle or Man in the Browser attack where the cyber criminal inserts 
themselves between the user and the online banking site in an effort to intercept the online 
banking credentials, alter transactions, and add unauthorized transactions to be transferred to 
an account controlled by the cyber criminals. During the attack, the cyber criminal intercepts all 
communication between the user’s browser and the online banking site and modifies what the 
user sees so the attack will go unnoticed. They may insert a fake page saying the online site is 
unavailable or make it appear that the site is working, but alter the payment information 
behind the scenes.  

 Attempting to exploit the business’s check archiving system to issue counterfeit checks. 

 Using the malware to access sensitive and proprietary information. 

 In addition to financial losses, corporate account takeover can result in reputational damages 
and other indirect losses to the business and financial institution.  
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Best Practices for Businesses 

How to: Mitigate, Identify, and Respond to Corporate Account Takeover 

Studies conducted on the losses that resulted from corporate account takeover, show that in the 
majority of cases the business ends up with the full loss or a portion of the loss.  
 
Article 4A of the Uniform Commercial Code (UCC) generally states that as long as the financial 
institution adopts commercially reasonable security measures, its business customers are responsible 
for losses that result from fraudulent fund transfers.  
 
In addition, some Federal Regulations, like Regulation E that requires the financial institution to 
reimburse a consumer for certain losses, do not apply to business accounts. Therefore financial 
institutions are often not required to compensate businesses for all losses.  
 
Every situation is different, both parties often end up spending more money in legal fees than the total 
amount of the initial loss. This is why it is important for the business to continuously take steps to: 
Mitigate, Identify, and Respond to corporate account takeover. 
 

 

 

Protecting your business is the most effective way of controlling corporate account takeover. 
According to recent reports, most companies were successfully attacked because they were found to 
possess an exploitable weakness, not because they were pre-identified for the attack. Most victims 
were targets of opportunity, and an overwhelming majority of attacks were not considered difficult. 
The following best practices will help mitigate the risk of your business becoming a victim of 
opportunity.  
 
 

 

 
 
 
 

 

 Ensure all employees are educated on what corporate account takeover is, how it happens, and 
the emerging threats (it only takes one infected computer to lead to corporate account 
takeover) 

 Never connect an unknown USB device to your computer, including a cell phone 

 Do not open suspicious emails  

 Do not open attachments or click on links from emails from unknown senders 
 

Education: The key to your business’s defense against corporate account 
takeover is staying informed. Fraudsters are constantly developing more 
sophisticated, effective, and malicious methods to compromise security and gain 
unauthorized access to online accounts. It is imperative that your business 
remains knowledgeable on evolving threats. This will assist you in adjusting your 
defenses in a timely manner.  
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 If you are unsure of the legitimacy of an email, contact your IT department or other 
predetermined party to investigate before clicking on attachments, links, or pictures in the 
email 

 Educate staff on social engineering techniques  
o Be cautious with emails or phone calls claiming to be from your financial institution, 

vendors, or government agency that ask for any type of nonpublic information (e.g., 
account information, online banking credentials, personal identification numbers, etc.)  

o Contact your financial institution or vendor to verify legitimacy 

 Stay in touch with other businesses to share information on cyber attacks 
 
 
 
 

 

 Understand your roles and responsibilities as defined in the agreements 

 Ensure your business continues to adhere to these responsibilities 

 Ensure your business adheres to (at least) the minimum security standards required by your 
financial institution 

 Understand your exposure limit and work with your financial institution to keep the limit set at 
a reasonable level (e.g., if your ACH exposure limit is set at $100,000 per day; but, your business 
never transmits over $50,000 per day in ACH files, contact your financial institution to lower 
your limit to reduce your potential exposure) 
 

 
 
 
 
 
 

 

 Install and maintain anti-malware, anti-virus, and anti-spyware programs 

 Install and maintain routers and firewalls 

 Install security updates to operating systems and all applications as soon as they are available 
and otherwise keep systems up-to-date 

 Block pop-up windows in your browser software 

 Block employee access to unnecessary or high-risk websites 

 Change default passwords 

Review Agreements: Ensure that you have copies of and access to any 
agreements that you have signed with your financial institution and any other 
vendors regarding your online account and related funds transfers.  
 
 

Computer/Network Security: When protecting your business’s computers and 
network from malware and cyber thieves, a layered security program will provide 
your business with the best defense. Layered security involves combining multiple 
mitigating security controls that will together provide a stronger defense against 
attackers. It is important that every computer is protected because (in some 
cases) it only takes one computer to infect the entire network.  
 

Education (Continued)  
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 Establish user accounts for each employee to access his/her computer 

 Limit administrative rights (to lessen the chance of malware infection) 

 Remove access when employees are no longer employed or no longer require access 

 Require that all employees use strong passwords and change them often 

 

 

 

 
 

 

 Use a dedicated computer for online banking functions (should not be connected to your 
network, used for email, or other Internet access) 

 Restrict online banking computer from web browsing and social networking  

 Prohibit the use of “shared” online banking credentials  

 Do not utilize public Internet access points for accessing your online banking accounts 

 Use dual control to initiate external fund transfers (e.g., one user creates the payment file and 
the second user authorizes the release of the file) 

 Utilize optional fraud prevention services and products offered for online banking: 
o Security tokens (multi-factor authentication) 
o Fax transmittal, phone verification (out-of-band authentication) 

 Immediately cease online banking activity and contact your financial institution if the 
application appears different 

 Close/deactivate any payment applications not in use (notify your financial institution or 
applicable third party immediately once a product is no longer needed to eliminate the access 
point) 

 

 

 

 

 

 

 

 

 

Online Banking Account Security: Cyber criminals can use malware to track an 
employee’s activities on an infected computer. If the employee visits the online 
banking site, the cyber criminal can then access and store account information, 
log-in credentials, and other security features to access the online account and 
initiate unauthorized transactions.  
 

Computer/Network Security (Continued)  
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 Never write down log-in credentials 

 Employees should lock their computer(s) when leaving them unattended 

 Be aware of any unknown removable media connected to your computer (malware can be 
transmitted through a tainted USB device inserted into a computer) 

 Restrict physical access to computers (keep office locked when staff is not there, escort visitors, 
etc.) 

 

 

 

 

 

 

 

 

 

 Ensure all electronic ACH data that is transmitted via an unsecured network is encrypted at a 

level that provides commercially reasonable security 

 Ensure all hard copy ACH data (e.g., authorization forms, voided checks, reports) is kept 

physically secure (e.g., locked file cabinet) 

 Limit your hard copy ACH data (retain only what you need) 

 Shred, incinerate, or pulp hard copy ACH data when no longer needed 

 Wipe/erase hard drive on computer, printer, and copier prior to disposal  

 Conduct a self assessment to ensure your business is compliant with the ACH Data Security 

Framework as indicated above 

 

 

 

 

Physical Security: Malware is primarily conveyed electronically, but that does 
not mean that physical security is unimportant. Malware can be transmitted by 
devices and sensitive information can be obtained in many different ways, making 
physical security another important mitigation method.  

 

Insurance: Contact your insurance provider about insurance options to lessen the 
exposure in the event of corporate account takeover.  

 

ACH Data Security Framework: As an originated or third-party sender of ACH 

entries, your business is required by the ACH Data Security Framework to protect 

the security and integrity of the Protected Information (PI) throughout its 

lifecycle. The Framework calls for you to implement policies and procedures 

related to the initiation, processing and storage of entries that must: (1) protect 

the confidentiality of PI; (2) protect against anticipated threats to the security of 

PI; and (3) protect against unauthorized use of PI that could result in harm to a 

consumer.  

 



12 
 

 

 
 
 
 
 
 
 

 
 
 

  

 

 

 

 

 

 

In the event of a security breach, it is imperative that the vulnerability is identified as soon as possible 

and remedied. The faster you identify the breach, the more likely you will be able to prevent 

unauthorized transfers from actually being transmitted from your account. 

 

 

 

 

 

 Reconcile depository accounts daily and monitor account activity regularly (at least daily) 
o Contact your financial institution immediately if you suspect any transactions to be 

unauthorized or fraudulent 

 Utilize fraud prevention products (e.g., ACH Debit Blocks and Filters, ACH Positive Pay, or Check 
Positive Pay) as part of daily duties 

 Educate staff on online banking activity warning signs that an attack is in progress (see 
Appendix A – Warning Signs of Corporate Account Takeover) 

 Contact your financial institution to investigate any identified warning signs 

 Keep staff informed on current cyber crime methods and techniques  

 Educate staff on signs of a compromised online banking system or computer network (see  
Appendix A – Warning Signs of Corporate Account Takeover) 

 

Report Risk Management Strategy to Business Owner(s)/Board of 
Directors: It is important that your business assess its risks in relation to 
corporate account takeover and develop a risk management program based on 
the assessment.  
 

Security Audit: Test your mitigation methods by periodically performing a 
security audit to determine if your controls are effective. 
 

Identify 

Account Monitoring: Monitoring both your online banking and depository 

account activity will allow your business to identify any unusual or unaccounted 

for activity. It is essential to take immediate action in investigating and reporting 

any anomalies.  

 

Utilize Fraud Prevention Products: Work with your financial institution to sign 
up for fraud prevention products such as: Positive Pay, ACH Debit Blocks and 
Filters, and Check Positive Pay. 
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In the event of successful corporate account takeover where unauthorized fund transfers have been 

initiated from your online banking account, you still may be able to recover the funds. The key is to 

respond as quickly as possible.  

 

 

 
 
 

 Identify key employees that will be involved in the event of an attack  

 Unplug your computer but do NOT shut down 

 Contact your financial institution. Make sure your financial institution has current contact 

information (primary and back-up) for your business 

 Be sure to keep a timeline and keep notes to document the event including: phone numbers, 
people spoken to, date, time, and any reference numbers provided 

 

 

 

 

  

Incident Response Plan: Have an incident response plan written and tested 

ahead of time (do not wait until there is an actual attack). The plan should include 

how you will recover any unauthorized fund transfers and stop future incidents of 

corporate account takeover. 

 

Respond 
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Corporate Account Takeover on-Demand Training Webinar 

Best Practices for Businesses 

How to Mitigate, Identify, & Respond to Corporate Account Takeover 

 

Training Webinar Access Instructions 

Enter or Select the following link: 
https://wacha.webex.com/wacha/lsr.php?RCID=055300340b1242029a48e73b95e601d9 

 

The Training Webinar will Automatically Begin, Slides will 

Automatically Advance: 

 
 

 
 

 

Please Note: If you are a first time user, you may be prompted to install ActiveX Control in 
order to view the session. Simply follow the instructions on your screen. 

 

 

Use the Controls as needed for 

Play/Pause, Stop, and Volume 

Table of Contents can be 

used to Manually 

Navigate Slides as Needed 

https://wacha.webex.com/wacha/lsr.php?RCID=055300340b1242029a48e73b95e601d9
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Appendix A 
Warning Signs of Corporate Account Takeover 

The following “red flags” should be considered as warning signs of a possible attack and investigated 

immediately.  

 Password or security token information suddenly not accepted 

 Inability of user to log into online banking system (cyber criminals may block access during an 

attack to distract the user and hide the theft) 

 Strange message that online account is not available 

 Sudden request for the user to input password (or security token) in the middle of the online 

session 

 Loss of computer speed 

 Changes in screen appearance, including new toolbars or icons 

 Computer suddenly locks up, reboots, or does not allow the user to shut down 
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Appendix B 

Resources and Risk Mitigation Tools 

 Better Business Bureau – Data Security Center 

http://www.bbb.org/data-security/ 

 Federal Communication Commission’s Cybersecurity HUB 

www.fcc.gov/cyberforsmallbiz 

 Federal Trade Commission – Brochure 

Protecting Consumer Information: A Guide for Business 

https://bulkorder.ftc.gov/publications/protecting-personal-information-guide-business 

 “Stop. Think. Connect.” Resource for Small Businesses 

Small Business Tip Card, Small Business Tip Sheet and other resources 

https://www.dhs.gov/publication/stopthinkconnect-small-business-resources 

 Federal Deposit Insurance Corporation  – Brochure 

A Cybersecurity Guide for Businesses 

https://www.fdic.gov/consumers/assistance/protection/brochures/CyberBusiness.pdf 

 SANS Institute 

Monthly Security Awareness Newsletter 

http://securingthehuman.sans.org/resources/newsletters/ouch 

 

 

 

http://www.bbb.org/data-security/
http://www.fcc.gov/cyberforsmallbiz
https://bulkorder.ftc.gov/publications/protecting-personal-information-guide-business
https://www.dhs.gov/publication/stopthinkconnect-small-business-resources
https://www.fdic.gov/consumers/assistance/protection/brochures/CyberBusiness.pdf
http://securingthehuman.sans.org/resources/newsletters/ouch


Simplify and protect your 

business operations with our 

Cash Management Services.

Ÿ Business Online Banking

Ÿ Automated Clearing House 

   (ACH) Manager

Ÿ Remote Deposit

Ÿ Online Bill Pay

Ÿ Online Wires

Ÿ Positive Pay
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